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The mobile-IP working group held two more sessions at
the recent IETF in San Jose. The IETF meeting as a whole
was the largest ever, with the number of (registered!) people
in attendance just barely missing the 2,000 mark. Many
people remarked that perhaps it was time to take measures
directed towards limiting participation, but overall the mood
was one of business as usual. The number of participants did
not noticeably affect the progress of the mobile-IP group in
any adverse way. Highlights of the first mobile-IP meeting
included the following:

• Ingress filtering deemed a sad fact of life
• Reverse tunneling likely to become a required feature
• Recent advances in breaking MD5 discussed
• Firewall subgroup started
• Multiprotocol draft
• Virtual private tunnels
• Updated Route optimization draft discussed

IPv6 details will be discussed later.

Without doubt, firewall and border router security
represents the largest obstacle in the way of deployment of
mobile-IP. A recent Internet Draft, "Network Ingress
Filtering", subtitled "Defending Against IP Source Address
Spoofing", proposes that every administrative domain (AD)
keep packets with unexpected source addresses from being
injected into the backbone routing fabric of the Internet.
This can be done if the border routers for each AD drop
packets that are not included within a list of "legal" source
addresses. The main reason for performing ingress filtering
is to ensure that no entity external to the administrative
domain can make it appear that an attack is emanating from
the administrative domain. Various kinds of attacks are
becoming more prevalent, and ingress filtering, if practiced
universally, would drastically reduce the number of places
for protocol attackers to hide. Note that the term "ingress" is
used by the authors to represent the backbone fabric as the
"internal" part of the Internet, and the individual AD's as
possibly untrustworthy external components. Also note that
ingress filtering means that the way a datagram is routed
depends on its source address, thus breaking one of the
traditional rules of Internet routing. For more details, see
draft-ferguson-ingress-filtering-01.txt

Of course, this represents significant problems for the
currently defined operation of mobile-IP. In particular,
mobile nodes typically are supposed to deliver normal
datagrams to correspondent hosts by using their home
address as the source address, and such datagrams would
likely be dropped by ingress filtering routers whenever the
mobile node is away from its home AD. It's not feasible for
the mobile node to use its care-of address as the source

address for datagrams it transmits. The care-of address is
temporary, and the whole idea of mobile-IP is to let the
mobile node use a permanent address to source its
datagrams, so that connections won't break upon movement.
One feasible, but not great, idea is to allow the mobile node
to reverse tunnel all of its datagrams back to the home agent,
which would then decapsulate and forward them to
correspondent hosts. This approach has the obvious problem
that it can add a lot of network overhead to the mobile-node -
-> correspondent host routing.

The other new security problem faced by mobile-IP is
presented by firewalls surrounding the home AD. Such
firewalls are, among other things, supposed to filter out
(drop) any datagrams with the wrong source address, to
prevent against outside agitators spoofing nodes internal to
the AD. This means that mobile nodes would have a harder
time communicating with correspondent nodes in their home
AD when they were visiting a foreign AD. Firewalls are also
supposed to filter out any other traffic coming from outside
the home AD, so that even reverse tunneling techniques are
subject to failure unless some changes are made. It seems
likely to the author that one necessary change will be that
firewalls will have to allow datagrams into the home AD
when they are addressed to the home agent. The firewall will
then have to keep a list of authorized home agents that have
such privileges.

A working subcommittee has been formed to deal with
these security obstacles to the deployment of mobile IP.
Results are likely to be rolled out before the next IETF in
Memphis.

There was discussion about enabling mobile-IP to serve
mobile nodes for protocols other than IP. This can be done
with fairly simple modifications to the agent advertisements,
and by allowing the home agent to keep track of mobile
nodes using an indexing mechanism other than the mobile
node's IP address. The SPIs used in registration requests
also have to be changed. Since mobile-IP already has
defined a secure tunneling mechanism, it makes sense to
allow that mechanism to be applied in any way it can be
useful. With the multiprotocol changes just noted, mobile-IP
registration can be used to set up virtual private networks for
any desired protocol, which needs to be tunneled over the
Internet.

Another mobile IP connectathon for mobile IP is
scheduled for Monday, March 31 to Friday, April 4, again at
FTP in Andover, MA. Contact Steve Glass, glass@ftp.com ,
for further details. April Fool's jokes count as protocol
errors.
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The Service Location protocol allows user agents to
contact directory agents with requests to resolve named
services into URLs. In this way, a mobile node can find the
printers, filesystems, and other network services it needs in
any new locale. After a recent meeting for interoperability
testing, some clarifications were necessary for draft-14.
These clarifications, involving string termination, acceptance
of unscoped registrations, counting lifetimes in minutes
instead of seconds, and mandatory use of language code and
character encoding fields, were sufficient to cause the newly
revised draft-15 to go through Last Call again. As part of the
last call process, some really trivial errors were found, and
instead of going through last call again, we are trying to
advance draft-15 but convince the RFC editor to fix the
typos when it's issued as an RFC. For instance, in one place
we had 'not' instead of 'note'. We expect draft-15 to advance
imminently to Proposed Standard. New drafts are available,
or nearly so, for the following:
• SLP over IPv6: draft-ietf-svrloc-IPv6-00.txt
• SLP API: draft-ietf-svrloc-api-00.txt
• SLP service URL scheme: draft-ietf-svrloc-service-

scheme-00.txt
We also expect to work out ways to use DNS to recover

URLs, and to interact beneficially with LDAP. Directory
services is a subject growing in popularity within the IETF,
and there are obvious interactions between directories and
Service Location.
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Several new wrinkles have surfaced to keep the work of
integrating mobility into IPv6 an interesting project. First,
there is a newly proposed address architecture, in which the
128-bit address is broken up into two 8-byte fields. The top
order bytes would serve as routing information ("routing
goop"), the least significant address bytes would serve as an
"end-system identifier" (ESD). The hope is that by allowing
the least significant bytes to completely identify an IPv6
node, the top order bytes could change over time in a way to
facilitate renumbering, mobility, and perhaps multi-homed
operation. While 8+8 has a long way to go, it obviously can
deeply affect the operation of mobile computers with IPv6.
One way to consider mobility in the new architecture would
be to declare the top order bits to be the IPv6 "care-of
address"; doing so would enable a direct translation of the
current IPv6 mobility proposal to work for 8+8. Indeed, it
could be that the IPv6 mobility proposal would form the
foundation for actually enabling the deployment of 8+8,
which will undoubtedly need some secure mechanisms for
changing the routing goop before it is ever going to be
useful.

Mobile IP discussion in the IPv6 group at the recent IETF
centered around possible ways for the mobile node to
perform dynamic home agent discovery. In other words, a
mobile node should be able to find a home agent from afar
even when its previous home agent is seemingly no longer in
service. In IPv4, this is handled by using a registration
request transmitted to the "directed broadcast address",

which is the subnet prefix concatenated with all zeros in the
lower order bits. In IPv6 there is no such address, but there is
an "anycast" address which is to be served by all routers on a
subnet. Anycast semantics require that only one entity in an
anycast server group should receive a packet transmitted to
the anycast address, as opposed to multicast in which all
members of the multicast group should receive it.

The possibilities under consideration are as follows:

1. Send a registration packet, addressed to the 'All-Home-
Agents' multicast address with TTL=1, tunneled to the
'All-Routers' anycast address on the link. Then, when a
router receives it, and decapsulates, it would send it to
all home agents on the home network.

2. Send a registration packet to a well-known anycast
address, say "000...1" concatenated to the subnet prefix
for the home network.

3. Send a registration packet to a configured anycast
address, chosen by the administrator of the home
network, and issued to the mobile node when it gets
turned on, along with any necessary security association
information.

All three approaches have flaws. Note that all three
approaches would be unnecessary if we could assume that all
routers were home agents. The latter approach has not found
universal favor within the working group, however.

The current mobility proposal, draft-ietf-mobileip-ipv6-
02.txt, assumes that the source address of packets transmitted
by the mobile node is the home address of the mobile node.
That strategy has the same problem as is currently suffered
by the proposed standard IPv4 mobility protocol, RFC2002
et.al. Thus, the authors of the above mentioned draft now
propose to modify the protocol so that source addresses are
appropriately rebound by recipients. In other words, when a
node receives a packet, it may replace the source address in
that packet by a new IPv6 address before demultiplexing the
payload into the selected transport protocol. If that is the
case, then transport protocols can build their protocol control
block state using a constant IP address (the mobile node's
home address), but IPv6 routers will see a source address
which looks appropriate for the mobile node's current point
of attachment to the IPv6 Internet. This represents a big
interruption to the protocol advancement for IPv6 mobility,
but it is likely to prove a huge improvement in overall time
for deployment if the details can be worked out satisfactorily.

In other related IPv6 news, DHCPv6 is progressing
satisfactorily, and will probably go to Last Call before mid-
February. This is important for mobility, because care-of
addresses are often likely to be acquired by way of DHCP,
and because other configuration, if needed, will usually have
to be obtained by way of DHCP. For instance, a Directory
Agent address for Service Location would often be useful for
mobile nodes.
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There are other IETF working groups related to mobile
networking, some of which are not very familiar to the
author. For instance, any group dealing with remote dial-up
capabilities should be considered relevant. In particular,
there is a new group, roamreq, which is studying the
requirements for roaming from one ISP to another when
using remote dial-up. This group has a charter item to
remain compatible with mobile IP, and up until now has
been looking closely at extensions to dial-up protocols such
as RADIUS. The main focus of the extensions has been to
provide methods by which a roaming user can be
authenticated by a visited ISP, and ways that cooperating
ISPs can allow authorized billing information to be passed
back and forth in a trustworthy fashion.

Another IETF group is looking at l2f, a joint proposal
combining Cisco's original l2f and Microsoft's PPTP (point-
to-point tunneling protocol). I believe that l2f is also
oriented towards allowing secure dial-up, and creates a
model whereby a user is apparently connected to their home
network by way of a remote dial-in connection.

One work item on the agenda of this column's author is to
find out more precisely the actual and potential relationships
between mobile-IP and the other protocols.
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Finally, after a long wait, proponents of ad-hoc
networking within the IETF are getting a working-group
organized. The working group chairs have not yet been
finalized.

A mailing list has been established, at:
mmnet@itd.nrl.navy.mil .

A web page is also available, at:
http://tonnant.itd.nrl.navy.mil/manet_home.html

Generally, ad-hoc networking is the attempt to enable
mobile nodes to create sufficient interconnection among
themselves so that they can communicate by way of IP,
forming a network even in the absence of the Internet or any
commercial routers. This is typically done by adapting
existing routing protocols for use by the mobile nodes, or
creating new routing protocols. There are easily a dozen
mostly independent efforts underway to investigate ad-hoc
networking protocols. Thus, the task of selecting a candidate
for standardization is non-trivial. In fact, the argument has
been that perhaps ad-hoc networking should be the focus of
an IRTF working group (Internet Research Task Force)
instead of an IETF working group. This decision is
complicated by the relatively unknown and quiescent nature
of the IRTF, and by the near impossibility of attending any
IRTF conference which might be separate from the IETF.

On March 14, a workshop has been organized by Scott
Corson to deal with various ad-hoc networking issues.
Contact Scott for more information; his e-mail address is
corson@isr.umd.edu.


