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There have been significant new results for mobile
IP reported at and attendant to the recent IETF
meetings in Memphis, Tennessee (April 7-11).
Most important was the recent Testathon
(interoperability testing), conducted again at FTP
Software in Andover, Mass. There were 10
different implementations, each with possibly
three different functions (mobile node, foreign
agent, and home agent) and untold combinations
of optional and mandatory features.
Approximately 200 different interoperability tests
were chosen from the available possibilities, and
the overall results were very encouraging.

Notably, many mobile IP features were not
implemented at all, including:
• GRE
• Broadcast/multicast tunneling to either style of

care-of-address (foreign agent or co-located)
• Message Authentication Codes other than

MD5
• Simultaneous Registrations

Very few people implemented any
authentication other than Mobile-Home
authentication, and minimal encapsulation is not
widely deployed. The upshot of all this is that the
mobile IP Proposed Standard is actually getting
well underway towards Draft Standard status. At
least two things will have to happen before that
happens:
• Many unused features will either have to be

deleted from the standard, or shown to inter-
operate at some future Testathon.

• Wider deployment across the Internet will
have to be shown.

For the latter purpose, CMU and PSU are
planning to have campus wide (and, I think, inter-
campus) deployment in the near future.

At the IETF, things went less well. A reverse
tunneling specification has been designed, and
submitted for consideration. Unfortunately, it
appears that unless great care is taken, tunnels
established between the mobile node and home
agent can be hijacked and re-targeted towards a
co-conspirator within the Internet, but with the

foreign agent happily going along with the re-
targeting. Several suggestions have been made to
fix this problem, but the end result is that there is
little chance for a quick fix to the ingress filtering
problem mentioned last time. There has also been
a firewall proposal drafted for consideration, but it
has the following properties:
• significant interaction is required with every

firewall in the path
• it only works for mobile nodes with co-located

care-of addresses
• no provision is made for operation with

firewalls in the foreign domain.
In the opinion of the author a good solution

would be to enable the deployment of some other
security mechanism within the Internet that would
make firewalls seem clunky and hard to get along
with. Hopefully, widespread deployment of
IPSEC and ISAKMP will make the difference
here.

Route optimization has been revised, and a new
draft about to be submitted. The mechanisms by
which registration keys are obtained are now
cleaner, and a sample implementation outline is
discussed which allows the mobile node to make
use of the best of possibly several alternatives.
The home agent plays the role of a key
distribution center for some of the alternatives,
and provides a registration key to the foreign
agent and mobile node whenever either of them
has a public/private key pair. Diffie-Hellman is
still offered as a last resort.

A multiprotocol tunneling approach to virtual
private networks using mobile IP as the tunnel
registration approach was promised but not yet
delivered. Look for it by July.

  
Since the previous IETF meeting in San Jose,

the Service Location Protocol has taken a great
leap forward. In fact, it has now been approved
by the IESG (Internet Engineering Steering
Group, otherwise known as the Area Directors) as
a Proposed Standard. Now, mobile nodes can have
a standard way to locate services with generic
names (and attributes), such as printers,
filesystems, backup services, and so on.

One new feature designed with the help of the
Security Area Director was required for
advancement. This feature allows user agents to
be certain that service agents are authorized to
offer the services they advertise. This is important
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in many circumstances, and is unavailable from
standard IETF security protocols because it is not
an end-to-end security need. The user agent has
to be able to check the authorization on the basis
of a generic named service attribute, not on the
basis of any identifying feature peculiar to the
particular endpoint.

The solution was designed as an extension of
the scope facility that has long been a part of the
Service Location Protocol. Until recently, scopes
were designed as a convenience to aggregate
services into a common administrative domain
(among other things). This seemed like the
natural granularity for the needed security feature.
So, it was specified that particular scopes, called
�protected scopes�, would require digital
signatures by every service wishing to advertise
service within such scopes. Services in a will
have access to a private key known only to them.
Other agents wishing to verify whether a service
is authorized to advertise within the protected
scope will be able to obtain the public key for the
protected scope, and check the service�s scope
signature, which also verifies the attributes
associated with the advertised services. In this
way, the verification can be achieved for any
service within the scope.

Other security needs, such as access control
and verification of the identity of the directory
agent, are presumed to be available from
standardized IPSec protocols. It was felt that
designing all aspects of security as part of Service
Location was not modular and not a good use of
the available engineering expertise.

Lastly, the DHCP options for finding Directory
Agents and scope information has been finalized,
and should go through Last call before publication
of this article.

  
Not much progress has been made recently for

IPv6 mobility. There had been some widespread
hope that the recent investigation into the �8+8�
addressing architecture (proposed by Mike O�Dell
and Masataka Ohta) would �automatically� make
mobility work. Of course, your author was highly
skeptical of this latter claim, but on the other hand
the basic architecture has much to recommend it.
The idea is that the lower half of each IPv6

address would be dedicated solely to the MAC
address of the IPv6 node using the address, and
the upper half would be composed of some
mutable �routing goop� that the node could
remain blissfully unconcerned about. This, it was
hoped, would make mobility a snap, because as
the mobile node moved, the upper half of its
address space would automagically be
transmogrified to reflect its current point of
attachment to the IPv6 global Internet. TCP
connections would only be indexed by the MAC
address of the remote IP address. Checksums
would only include the lower-order 8 bytes.

Unfortunately, this Holy Grail has a few tarnish
spots leaching poison into the brew. The main
objection is that the attraction of the idea is also
its fatal flaw. For one thing, no one has yet come
up with the goods on how the automagic
transmogrification might actually occur. And, no
matter what, if the only thing that matters to the
correspondent node is a mobile node�s MAC
address, then it is very difficult to detect any
spoofing. Any node anywhere within the IPv6
global Internet could send off a packet to a victim
correspondent node, with the same MAC address
as the mobile node, but a perfectly valid collection
of routing goop. Ingress filtering techniques are
no help here, either.

As a result, in the opinion of the author, 8+8 is
dead. Not because the problems are insoluble, but
because the problems are not sufficiently easy to
solve. At the IPv6 meeting, 8+8�s tires were
further deflated by the working group�s decision
not to require TCP to operate only over the lower
8 bytes. Once TCP operates on the full address,
the chances for future success of 8+8 drop like a
rock, because then routing goop cannot change
without modifying the TCP protocol connection
block, something that is way harder to do.

Most of the rest of the interesting discussion
about IPv6 mobility centered around the use of
source rebinding to replace binding updates for
care-of addresses. Well, not quite. It turns out
that one can use either one of them or both. The
source rebinding option basically says that a
correspondent node should apply some special
understanding to the source IPv6 address of
packets it receives from a mobile node. This
would allow a mobile node to transmit packets
using its care-of address as the source IPv6
address, and when the packets were received, the
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correspondent node would (by some method)
know to treat the packet as if it has actually been
sent using the mobile node�s home address as the
source IPv6 address. This much has been under
discussion for some time. It turns out, though,
that even when this is done, there may still be
advantages to using routing headers for sending
packets back from the correspondent node to the
mobile node. For one thing, the mobile node will
always know whether the correspondent node has
the right care-of address. With source rebinding,
the correspondent node could send packets back to
the care-of address, with no routing header, and
the mobile node could check its records to find
that the correspondent node apparently maintained
state according to a recent source-rebinding
message from the mobile node. Keeping state in
this way, however, increases the likelihood for
errors in the face of cache problems or reboots by
the correspondent node.

I guess that is a long way of saying that
working out the details of the source rebinding
option has not yet been completed. DHCPv6 is
basically done, and awaits some last-minute
comments before going to IESG Last Call,
according to the best understanding of the authors.

  
A new IRTF (Internet Research Task Force)

has been formed that will include some focus on
�Extremely Dynamic Routing�, but this
apparently will not affect the still-pending status
of the ad-hoc networking working group. The
argument is made that if the working group were
really needed, more discussion would be taking
place on the mailing list. Other people say that if
the working group is chartered, more motivation
will exist for discussion on the mailing list.

One thing is certain. There is plenty of interest
in ad-hoc networking. The recent (March 14)
ARO symposium held by Scott Corson and Jim
Freebersyser at University of Maryland was a
terrific success. The symposium was very well
attended. Many panel discussions were held, and
stimulating interactions occurred between the
audience and the panel members. Due to the
sponsorship, the proximity to Defense Dept.
establishments, and because of the direct
relevance to battlefield operations, there was a
substantial group of military experts in evidence at
the symposium. Not unexpectedly, their
requirements are far beyond the current state of

the art, at least what was in evidence at the
symposium. Several different proposals (new and
old) for network-layer algorithms were presented,
including WINGs (J.J. Garcia), Dynamic Source
Routing (Dave Johnson), Ad-Hoc On Demand
Distance Vector Routing (yours truly),
Geographic Addressing and Routing (Julio
Navas), and a link-reversal algorithm (Vincent
Park).

Other presentations ranged from physical layer
theoretical concerns to expositions about multi-
layered airspace mobility and battleground
operations.

The ARO workshop home page and program
are still available:
http://www.isr.umd.edu/Courses/Workshops/MANET/program.html

One of my long-time pet problems surfaced
multiple times during the panel discussions.
Namely, it is difficult to imagine any general
replacement for various centralized functions (like
DNS) taken for granted in today�s Internet. How
can DHCP be made to work? In fact, the entire
client/server paradigm that pervades current
network design is suddenly suspect and unlikely
to lead to working designs in the ad-hoc world.
Much more work is needed in this area. The
whole naming terror suddenly comes to life with a
vengeance, just when we might have thought to
have tamed it with today�s nice emerging
directory protocols like SLP and LDAP.

  
Lastly, I would like to report on the recent

progress of the Cross-Industry Working Team
(XIWT) on Nomadicity, chartered by CNRI and
chaired by Len Kleinrock. The working team has
developed a general framework for understanding
mobility, studying effects of both geographic
mobility and social mobility (changing context as
one moves among the various roles of life).
Notably, geographic mobility causes additional
interaction between our various social contexts,
because mobile computers begin to pervade ever
more aspects of our lives. As a simple example,
we now find it more appropriate to pass comments
along electronically instead of whispering to each
other during a speaker�s presentation, because it is
less intrusive. Or, we might wish to change to a
new window when private mail becomes
vulnerable to the gaze of another passenger on a
cross-country flight.
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The working team is now attempting to
integrate the insights and results of the last
meetings into a second white paper. The current
effort is to merge a bottom-up description of
nomadic needs at the generally accepted layers of
the protocol stack (physical, link, network, and
transport), and identify needed middleware
functions to serve the needs of the nomad. All of
the above mentioned IETF protocols are relevant
pieces of the puzzle: DHCP, DHCPv6, Service
Location Protocol, Mobile IP, and Ad-Hoc
Networking. The recent ACAP working group
proposals are highly relevant here, and fit into the
general area of �alias coordination� in the
terminology of the working group, which can also
be understood as a kind of profile management.
Changing link conditions should be reflected to
applications with the assistance of some sort of
Link Manager, which it should be noted only
works by violating the modular nature of the
standard protocol stack model.

Lastly, there is in evidence a newly prominent
need for various kinds of site device coordination
and information presentation. Put simply, the
nomad wants to not only make a network service
available to local application, but in many
circumstances will also need to find they physical
location of the device (for instance the printer)
realizing the service. Showing a nomad how to
walk to a printer is at once necessary and yet very
hard or impossible given today�s information
infrastructure.

The XIWT home page is available at:
http://www.cnri.reston.va.us:3000/XIWT/


