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Introduction
IETF 41 was a time for consolidation of several existing ef-
forts, and one new thread that shows good promise. Mobile
IP has several new documents that have been accepted as Pro-
posed Standards, and the IPv6 mobility support document has
reached consensus on all major points within both the IPng
working group and the Mobile IP working group. Within the
Service Location Protocol areas of interest, there has been a
new and hopefully final release of SLP version 2, and a Birds
of Feather (BOF) about “wide-area” service location. Lastly,
consideration of Mobile IP is spreading to other appropriate
groups such as PPP-extensions, roamops, and ion.

Mobile IPv6
IPv6 mobility took big steps towards Proposed Standard in
discussions within the Mobile IP working group and within
the IPng working group. Dave Johnson ran through a lengthy
list of design issues with Mobile IPv6, proposed solutions for
them, and was rewarded with working group consensus on es-
sentially every point. Thus, we expect that the document will
be revised and sent along the way to working group last call
before the end of May, and thus probably to IETF last call be-
fore the end of June. This could lead to Proposed Standard
statusbefore the next IETF meeting in August. The list of
issues discussed at the working group meetings includes:

� Assignment of an anycast address for all home agents on
the home network

� Creation of a new extension for Router Advertisement,
enabling routers to specify how often advertisements are
sent

� How home agents can send a list of possible home agents
to a mobile node during Home Agent Discovery

� ’H’ bit in Router Advertisement to indicate that the router
is a home agent

� Discovery of routers’ global addresses

� Allow advertisements to come out more often than once
every 3 seconds (actually, we raised this issue years ago)

� IANA considerations (getting the needed new option
numbers)

� Dissemination of new requirements to IPv6 implementors

It appears that the Home Agent Anycast address will be ’3’ in
the low order bits of the address range defined by the home
agent routing prefix. Moreover, the suggestion has been made
that the first 255 such addresses be reserved for future anycast
definition. Currently, ’0’ is the anycast router address for a
network, and ’1’ and ’2’ are reserved for point-to-point links.
The new Router Advertisement extension enables a (mobile)
node to know how long to wait before deciding that the router
is no longer providing service. Specifying the ’H’ bit is re-
lated to enabling Home Agents to build up a list of all home

agents on a network. When the list is available, then any home
agent can send the list to a mobile node in response to a Home
Agent discovery process. That way, the mobile node is likely
to find a responsive home agent, even if the home agent that
receives the mobile node’s request cannot itself perform the
service. This might otherwise present problems because the
same home agent might answer the discovery request every
time, and if that home agent were “busy” then the mobile node
would enter a very frustrating mode of operation. In point of
fact, home agents are never supposed to be so “busy” to pre-
clude offering their services, but hopefully this step will im-
prove the robustness of the protocol.

In the Mobile IPv6 specification, mobile nodes are allowed
to effect smooth handoffs from one network to another by
sending a Binding Update to their previous router, indicating
the new care-of address for address used at the mobile node’s
previous point of attachment (which latter was itself used as a
care-of address). This is only possible if the previous router is
globally addressable, and (unfortunately – in fact I think mis-
takenly) the previous router is not require by protocol to have
informed the mobile node of its global address. The problem
is that Router Advertisements only contain the link-local ad-
dress of the router, and the mobile has no guaranteed way to
derive the global address from the link-local address. There is
a trivial way that isalmostguaranteed, but not anabsolutely
guaranteedway. The mistake, in the author’s opinion, is that
the trivial way should be made guaranteed to work, and it is
not being made so.

The last point, about disseminating requirements informa-
tion to IPng implementors, arises because of the dual working-
group nature of the Mobile IPv6 protocol specification. The
work was largely done within the Mobile IP working group,
and not so many IPng working group members attended the
Mobile IP working group meetings. One notable exception has
been Erik Nordmark, who is co-chair of the Mobile IP work-
ing group, and Erik has provided a great deal of guidance to
the working group on IPv6 issues. Since so few IPng members
were aware of the protocol requirements for mobility, the con-
cern was raised that implementors may unwittingly neglect the
needed logic for mobility support, and the discussion centered
around how to provide the notification. It was agreed that an-
nouncements would be made to the mailing lists, and that the
requirements would be posted to the appropriate Web pages.
There is not time for a full-blown IPv6 “Host Requirements”
document at this time.

Mobile IPv4

Two documents have been accepted as Proposed Standards,
and one published as an Informational RFC after many months
of review and improvement. The first two are “Mobile-IPv4
Configuration Option for PPP IPCP” and “Reverse Tunneling
for Mobile IP”. The Informational document is “Firewall Sup-
port for Mobile IP”. The new PPP option enables a mobile
node to use a NAS as a foreign agent, whenever the NAS sup-
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ports Mobile IP and the new IPCP option. Reverse Tunnel-
ing is important in situations where the mobile node cannot
transmit packets using its home address as the source IP ad-
dress. The typical example in today’s Internet occurs when
border routers for a particular administrative domain perform
what is known as “ingress filtering”. That means that the bor-
der routers only allow packets to flow into the Internet if the
packets have an allowable source IP address, typically an ad-
dress known to reside on a network within the administrative
domain. Since mobile nodes using Mobile IP have home ad-
dresses that would seem to lie outside the visited administra-
tive domain, ingress filtering places severe constraints on the
ability of mobile nodes to use their home address.

To get around this problem, a mobile node has to send its
packets to correspondent nodes without using its home address
as the source IP address, and one of the few methods known to
accomplish this is by encapsulating the mobile node’s outgo-
ing packets within a tunnel. To satisfy the demands of ingress
filtering, a local address is used as the source IP address of the
outer IP header. The home agent is currently the only assured
tunnel endpoint that can be chosen to receive the tunneled
packets. This is a brief outline of the method specified in the
Proposed Standard for Reverse Tunneling. This mode of op-
eration has also been investigated as part of the MosquitoNet
project at Stanford University.

Lastly, the Firewall Traversal specification gives some ideas
about how to use a co-located care-of address and SKIP (a
key-management protocol from Sun Microsystems) to enable
a mobile node to tunnel past a firewall protecting its home ad-
ministrative domain, when the mobile node is no longer at-
tached to its home network (i.e., is traveling).

In related news, a new Internet Draft has been issued to
deal with mobile nodes in a Non-Broadcast Multiple Access
(NBMA) environment like ATM; look for draft-ietf-ion-nhrp-
mobile-nhc-00.txt, in the “ion” (for IP over NBMA) working
group. This specification deals with using mobile nodes with
NHRP. For nodes that are dialing up into ISPs using RADIUS,
a new draft has been prepared to specify how RADIUS can en-
able the use of Mobile IP. The ISP can use the information pro-
vided to determine whether or not the mobile node can use a
co-located care-of address. For complete details, consult draft-
ietf-roamops-mobileip-01.txt.

Service Location Protocol

Since the Service Location Protocol (SLP) was promulgated
as a Proposed Standard (RFC 2165) last summer, there have
been many developments. One purpose of the IETF process is
to promote standards that are interoperable by using the com-
bined experience of multiple implementation teams, typically
from different vendors. The interoperability of SLP has been
tested over the recent months in multiple venues, most recently
at Connectathon’98. These experiences and the needs of prod-
uct groups from the various vendors have indicated the need
for refining the original Proposed Standard in several ways,
most notably by reducing the number of protocol features and
messages that are mandatory to implement. The reduced fea-
ture set is useful for devices (such as printers and fax ma-
chines) that wish to make their presence known on the net-
work, but do not need to be burdened with unwanted features

that will never be used. Some of the other differences between
SLP and SLPv2 were detailed in my previous column. Other
differences approved since that time include revising the query
language to match LDAP semantics, and to allow “service:”
URLs for address families other than IP (notably, AppleTalk
and IPX).

Discussing the final details of SLPv2 consumed most of the
time in the working group, and by the middle of May the re-
sults are expected to be in Working Group Last Call. SLPv2
will need to go again to Proposed Standard instead of going to
Draft Standard, because of the extent of the changes made to
RFC 2165. The header formats are different, the scope model
is different, the language and internationalization support is
different, and the mandatory feature set is reduced. However,
everyone agrees that the protocol has been greatly improved.
The working group is set to go dormant while vendors release
the new products and further experience is gained. Scheme
documents for new service types, as well as the API and other
SLP supporting drafts, are scheduled to go to Last Call and
to Proposed Standard as soon as the revised protocol (SLPv2)
once again is approved by the IESG.

There was a Wide Area Service Location (wasrv) BOF held,
with the goal to assess interest and determine what the char-
ter might be for a new working group. This might turn out
to be a fantastic area for mobile networking, if a mobile com-
puter could count on finding network services in the wide area.
One service frequently mentioned was associated with Inter-
net telephony; presumably a mobile user would like to find
the closest “gateway” to support voice-over-IP service wher-
ever the user happens to be attached to the Internet. Other
working groups are defining the basic service types and at-
tributes for such services now. Two proposals were described
during the BOF. The first proposal outlined the use of multi-
cast for advertising and discovering wide-area services. An-
other proposal (by yours truly) described a possible way to
use existing Web search engines to collect services of a partic-
ular type, and then in conjunction with that a way for “Wide
Area Directory Agents” to extract the lists of services from
the search engines. To make this work, the wide-area ser-
vices would make themselves available to the search engines
by hyperlinks from certain well-known locations that would
certainly be combed by the search engines on a regular basis
(e.g., www.big-company.com).

DHCP options for Service Location Pro-
tocol
Lastly, the specification document for DHCP options 78 and
79 is finally heading for Last Call. These options allow a SLP
user agent (or service agent) to acquire the address of a direc-
tory agent, and/or the name of a scope from which services
may be requested. With the addition of the DHCP options, a
complete strategy for scalable and low-administrative opera-
tion for user agents is at last available. The sequence of events
would be as follows:

1. A user agent requests an IP address and the address of a
directory agent from DHCP.

2. The user agent then can resolve service needs dynami-
cally as needed.
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By this procedure, a newly attached network node would be
able to access network services without any preconfiguration,
which is a far cry from the situation in today’s typical net-
works. Of course, the realization of this goal relies heavily on
local administrative policies. Note also that the user agent on
a mobile node would typically request a new IP address and
directory agent at every new point of attachment. The avail-
ability to mobile nodes of such local configuration will depend
also upon local administrative policies, and network adminis-
trators may not be willing to make all such services available
to all mobile nodes without a great deal of deployment and ex-
perience. Security, as so often happens, is an interesting design
problem in such scenarios.
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