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Mobile Networking at IETF 45 The NAI draft is basically finished, and should be sent for
IETF last call soon; | believe the draft has finished working
Developments in the Mobile IP working group continue to prgroup last call. Mobile IPv6 standardization is discussed be-
ceed at a fairly rapid pace. One of the first orders of busiw in section Il, and AAA status is detailed in section IV.
ness at the recent IETF working group meeting in Oslo waikere was a draft submitted about private addresses, and the
to announce yet another change in the working group leadtigscussion in the working group is summarized in section V.
ship. After his appointment to be Internet Area Director, Erik new draft for cellular requirements was submitted in time
Nordmark has decided to step down as co-chair. Phil Robéddisthe Internet Draft deadline, but not discussed at the work-
has been named to take over as co-chair with Basavaraj Paif].group meeting. Not much work is under current discussion
Erik continued the tradition of providing strong leadership tbout QoS, but that may change as work progresses with dif-
themobile-ip working group during his tenure as co-chaiferentiated services within the IETF.
and this has been much appreciated. As always, contribu-
tions to themobile-ip mailing list should be sent tmobile- )
ip@standards.nortelnetworks.com Il. Mobile IPv6

The Mobile IPv6 draft is practically finished. The last unset-
tled point has to do with how to process outbound IPv6 secu-

A revised Mobile IP ki harter has b ritg headers when the mobile node uses the Home Address
revised Mobile I7 working group charter has been accept&: stination option on outgoing packets. There is difficulty

by the wc_)rkmg group anq the Area D|rector§_ Prqmment_ Bbcause the mobile node will use the care-of address as the
the work items called out in the new charter is the interactiQ ..o |p address. and yet (presumably) use the home address
begwien Mopne IP and AlAA _(r/?]uthentlciuon, A_uthorlzatlo;for interaction with IKE (Internet Key Exchange) when select-

an cr::ountlr:jg) pfrotoco];s. € ne}/v ¢ t;':l_lrter IIS er:(pecte i{‘n the correct security association for creating the IPSec head-
serve the needs of manufacturers of mobile telephony equlp; - jog o) very technical and picky, and the difficulty arises
ment, who are quite interested in incorporating IETF standehr m the fact that IPSec equates source IP address with iden-

protocols into their products. . tity, and the Home Address destination option starts to break
Here are the new charter milestones: that model. During the IETF meeting, Dave Johnson met with
. . . some engineers familiar with IPSec, IPng, and Mobile IP. It's
Jun 99 Sgbm't.the Mobility Supportin IPV6 to the IESG fornot easy to find people with those qualifications, but an IETF
consideration as a Proposed Standard. meeting is an awfully good place to look. The outcome, | be-
Jun 99 Submit Internet-Draft for NAI support in Mobile IP toIieve_, was that Dave has the solution in hand now for this last
IESG for consideration as a Proposed Standard. horrid point.
The new draft submitted just before the Oslo meeting does
Aug 99 Review the use of AAA in Mobile IP to support internot solve that problem, but it did make a few minor improve-
domain and intra-domain mobility and dynamic homments from the earlier draft:
agent assignment.

I. Revised Mobile IP Charter

e Actual values are used for the protocol parameters, since
Dec 99 Review security framework requirements for Mobile  those values have now been allocated by IANA.

IP.
. . . e Added another bit to the Binding Update option, to allow
Dec 99 Review solutions and submit drafts for mobility in pri- - the mobile node to tell its Home Agent that the mobile
vate address spaces. node is also a router.

Dec 99 Submit draft on using AAA in Mobile IP for inter-
domain and intra-domain mobility as a proposed stan-
dard.

e clarifications made and typos fixed and boilerplate up-
dated.

Dec 99 Submit draft capturing cellular requirements to IESGy |

_ Security Extensions
as an Informational RFC.

There were several proposals for new security extensions for
Mobile IP registration messages. Vipul Gupta made a pre-
Jul 00 Submit Mobile IPv6 MIB to IESG for consideration ags€ntation about his recent draft, “An Inline Security Param-
a Proposed Standard eter Extension for Mobile IP” [3]. This proposal specifies a
way to transmit key information (perhaps especially, public
Sep 00 Submit the IPv4 Mobile IP Protocol to the IESG fokey certificate information) for use in an immediately subse-
consideration as a Draft Standard. guent authentication extension. Thus, it can be used with any

Jul 00 Review QoS in a Mobile IP enabled network.
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of the three currently defined authentication extensions (Mfé+ convenience in figure IV.
HA, MN-FA, or FA-HA), and presumably future authentica-
tion extensions also (e.g., MN-AAA, or Route Optimization).
The new extension makes use of a Key ID field, that enables
the following Key Value field to be interpreted correctly in any
of several predefined ways, or according to preconfiguration
between the interested protocol entities. It also relies on a par-
ticular value (TBD) for the SPI in the following authentication
extension.

In a slightly different direction, Pete McCann presented a Figure 1: Mobile IP/AAA Framework
new extension for Mobile IP registration messages that would
allow new features to be used in tunnels between the Homen the figure, the AAA servers take over the responsibil-

Agent and care-of address [5]. These new features incliygefor authenticating the mobile node, and provide assurances
a variety of encryption and compression protocols. Up un@ both the foreign agent and the home agent that the mobile
now, there has not been much discussion about how to masde is authorized to access the connectivity resources in the
age encryption of data to the mobile node; it has usually b&gfeign domain. The AAA servers are also expected to initiate
assumed that encrypted data would managed by way of IP§egounting mechanisms as part of the Mobile IP registration
and additional headers inserted in the tunneled packets todbguence.
care-of address. This transform extension would make the tunthe requirements draft [2] presents this model for consider-
nel setup happen as an explicit part of the Mobile IP registegion by theaaa working group. Furthermore, it outlines quite
tion process, and thus be more efficient than other alternatiyemw detailed requirements that are to be placed on any fu-
seem to be. Yet another draft from McCann et.al. suggegife AAA protocol that would be developed within the AAA
the use of DIAMETER [1] and ideas similar to those in [5] tyorking group. The relationship between the model shown in
establish security policy for tunnels between the home agggtire IV and the detailed list of requirements is that the re-
and the foreign agent. In this case, the presumption is tgairements are independent of the framework model, but that
the mobility agents should provide privacy for data tunnelgge model provides a good way to organize and understand a
over the Internet, even when the mobile node cannot (fOI' iﬁbssib|e way to tie together a mechanism for meeting the re-
plementation reasons) take part in creating the needed secujifiyements. This requirements draft needs a certain amount
association. Thus, the foreign agent and the home agent offelefinement; theobile-ip working group needs to make a
a “value-added” privacy service to mobile nodes that may n@éar determination about which features are absolute require-
be able to run IPSec protocols. ments for theaaa working group, and which features may be
Taking the opposite viewpoint, Raj Patil and his co-authgsgovided by more full-featured protocols.
discussed a model using standard IPSec mechanisms to prome outcome of theaa working group meeting was the
vide security for Mobile IP. In their proposal, a new ergeneral feeling that any standard AAA protocol would be years
tity known as a MCMGF (Mobile Control Message Gateway the making. This does not fit well with the timeline envi-
Function) serves as a target for all Mobile IP control messagé&igned in thenobile-ip working group. In fact, the TR45.6
The MCMGF in the home domain must have a security assogioup wants to have a AAA standard this year; unfortunately,
ation with the MCMGF in the foreign domain for the securityhis goal appears difficult to meet. | brought this topic up for
associations to work out. A method is also described for usifigcussion within the working group meeting on the last day
the MCMGF to implement a virtual private network for thef the IETF week, and a great deal of discussion took place
mobile nodes and the home network. A MCMGF may alsmout what might be done. | think that the sense of the work-
borrow some of the function of the recently discussed AAifg group is that we cannot wait for years. The first thing that
servers to use intermediate security brokers for creating gfe group decided to do was to produce an interface require-
curity associations between the home domain and a foreigénts document right away; the document could naturally be
domain. used by theaaa working group. But, more immediately, we
Ken Peirce presented a proposal developed to enable dbgld use the document to select from among a list of currently
use of RADIUS or DIAMETER with CHAP as the authenavailable AAA protocols to fulfill our requirements right away.
tication method. This involves allowing the use of MD5 in The roamops working group, also faced with the same
"prefix-only” mode (preferred by RADIUS) instead of thejilemma of being unable to wait for theaa working group
"prefix+suffix” mode required by default in base Mobile IRo finish, decided almost unanimously to pursue the standard-
Their proposal is geared to use the proposed “MN-AAA’ aiization of a particular AAA protocol (DIAMETER [1]). If the
thentication extension, with either RADIUS or DIAMETERroamops charter modification is allowed to to take affect by

as the AAA server. approval of the Area Directors, then it would be very conve-
nient for themobile-ip working group to use the results of
IV. AAA Working Group Interaction theroamops working group’s efforts.

A new draft describing the Mobile IP requirements for AAA/. Private Addresses

service [2] has been created for consideration bytzework-

ing group and thewobile-ip working group. This draft usesThe requirements documents from mobile telephone equip-
the model presented before in this column, and repeated haent manufacturers point out the need for Mobile IP to han-
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dle private addresses — in other words, addresses that areeffott for Wireless Personal Area Networks. He made the
routable from the global Internet infrastructure. Such adbservation that IEEE is now more interested in timely stan-
dresses are often allocated as needed in an enterprise intraiaetls than in perfect standards. Too bad we can't have both!
without regard for any future direct connectivity to the globdlhe IEEE is seriously interested in maintaining liaison rela-
Internet. Because of the uncoordinated, distributed naturdiohships with working groups in other standards bodies (e.qg.,
this allocation strategy, it may well be the case that the sat&d F). Further information is available from the web (from the
address is assigned to more than one mobile node. Furth@rutes):
more, it is possible that several mobile nodes with the same
private address may simultaneously enter the range of a #fPAN Archives
eign agent. The current definition for Mobile IP registration  http://grouper.ieee.org/groups/802/15
specified in RFC 2002 [10] does not enable that foreign agent - )
to correctly distinguish registrations for such mobile nodes. WPAN Mailing List _ _

The main difficulty is in disambiguating the destination mo-  Stds-802-wpan@majordomo.ieee.org
bile node after the foreign agent decapsulates tunneled pe}%lE—E 802.11
ets from the various home agents sending traffic to the mobile ;
nodes. Given current routing practice, the foreign agent would
not be able to tell which mobile node was which if several mgjyetooth Special Interest Group
bile nodes had the same IP address, because routing typically http:/www.bluetooth.com
uses the IP address of the destination to make decisions about
outgoing network interface selection and layer-2 addressikipme RF Working Group
So, if the encapsulation method is IP-within-IP [7], or Minimal ~ http://www.homerf.org/
Encapsulation [8], the foreign agent needs more information.
It turns out that GRE [4] can give the foreign agent additional Erik Nordmark made a detailed presentation about ways to
help by using the Key field as a tunnel identifier. But, to makendle IPv6 site-local addresses with Mobile IP. He proposes
use of the default standard encapsulation methods for priviiiat mobile nodes can get site-local addresses for their commu-
addresses, new procedures will be required. Some initial ideiations peers from DNS, but that they have to ignore these
are presented in a our new draft [9]. site-local addresses unless the mobile nodes are confident that

Unfortunately, it seems that the new draft does not hantiey are in the same site as the peer. This is accomplished
all known cases very well. Researchers Wee-Tuck Teo dndincluding new prefix length information in the Prefix Infor-
Y.C. Tay from University of Singapore have identified som@ation Option from Neighbor Discovery [6], and by requiring
unusual but perfectly legitimate cases that may cause difitch node to keep track of a list of site prefixes.
culties. During the working group meeting in Oslo, it was Ram Ramjee made an update on HAWAII, which is now
suggested that mobile nodes be disallowed from using priva@n more transparent to mobile nodes running base Mobile
addresses unless they can also obtain and manage colod&elde also tried to describem, in an amount of time which
care-of addresses; in other words, unless they can do withewas unfortunately too small, his recent efforts to incorporate
foreign agents. This has the benefit of simplicity, and of actemging into HAWAII.
ally working. However, this strategy also has the disadvantage&emad Quaddoura presented a proposal from Nortel aimed
of requiring a much larger pool of IP addresses for use of theeliminating a situation encountered while using the method

http://grouper.ieee.org/groups/802/11

mobile nodes. of smooth handof§pecified in the Route Optimization draft.
The problem is that, in some circumstances, a mobile node
V1. Miscellaneous may not wish an unauthorized foreign agent to have access to

data being forwarded from the mobile node’s previous foreign

Karim EI Malki (University of Sheffield) made an interestin@9ent: However, the mobile node may instead wish it's previ-

presentation about how to do fast handoffs. In his applici!S foreign agent to begin buffering packets destined for the

tion, TCP disruptions on the order of 2.6-7.3 seconds Wé_pé?blle node, for delivery when the new registration request is

observed because of handoff problems. The smaller disr{{piShed- _

tions were achieved using Eager Cell Switching; | was sur-Other proposals were also presented, but it would not be

prised to see that there was any disruption in their setup, B@ESiPI€ to describe all of them in this short report.

it was caused in part by network traversal times. They pro-

pose a way for a mobile node to receive transmissions fr@@onclusion

multiple base stations (geared towards CDMA links), and they

further propose the use of regional registrations within a hidfobile IP has entered a significant growth phase, and efforts

archy of foreign agents. As a related matter, many other pé@m many interested groups are helping shape the future of

ple expressed support for such a regional registration schethe.protocol. Discussion about AAA interactions are the most

Along with researchers from Ericsson Research, | have putpoeminent among the several areas of current interest. Other

gether a draft for regional registration. There is also anotlaeas of discussion include private addresses, route optimiza-

draft available from Helsinki University of Technology abouion, security context establishment, and mobility for IPv6

hierarchical foreign agents. This looks like another area of mlong with consideration for use of IPv6 site-local addresses.

creasing technical interest. A number of new documents have been produced for consider-
Bob Heile discussed IEEE 802.15 and the standardizatation by the working group. The Mobile Node NAI extension
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has completed working group last call, and should have com-
pleted IETF last call by the time this report is published.

As | write this, an interoperability test for Mobile IP and
NAl, along with some other new features is underway during
the week of July 26. In the next installment of this column, |
will report on the results of the week’s test.
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